[okymeHT npepoctasneH KoHcynbTaHTIIoC

3apeructpuposaHo B MunHtiocte Poccumn 14 maa 2013 r. N 28375

PEAEPANIbHAA CNYKBA NO TEXHWYECKOMY U SKCMOPTHOMY KOHTPOJ11O

NPUKA3
ot 18 ¢peBpana 2013 r. N 21

Ob YTBEPKAEHUU COCTABA U COAEPKAHUA
OPrAHU3ALMOHHbIX U TEXHUYECKUX MEP NO OBECMEYEHUIO
BE3OMACHOCTU NEPCOHAJIbHbIX AAHHbIX NMPU UX OBPABOTKE

B NHOOPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

Cnu1COK M3MEHSALWMX AOKYMEHTOB
(B pea. Npukasa PCTIK Poccmm oT 23.03.2017 N 49)

B cooTBeTcTBMM C YacTbio 4 cTaTbM 19 PepgepanbHoro 3akoHa ot 27 uona 2006 r. N 152-d3 "O
nepcoHanbHbIX AaHHbIX" (CobpaHue 3akoHoaaTenbcTBa Poccuiickoit Pepepaunm, 2006, N 31, cT. 3451;
2009, N 48, ct. 5716; N 52, ct1. 6439; 2010, N 27, c1. 3407; N 31, cT. 4173, cT1. 4196; N 49, cT. 6409; 2011,
N 23, ct. 3263; N 31, ct. 4701) n MNonoxeHnem o depepanbHON cayxbe No TexHUYEeCKoMy U
3KCNOPTHOMY KOHTPO/I0, YTBEPKAEHHbIM YKasom lMpesnaeHTa Poccminckoin ®epgepauymm ot 16 asrycra
2004 r. N 1085 (CobpaHue 3akoHogaTenbcTBa Poccuiickoit ®epepaumm, 2004, N 34, ct. 3541; 2006, N
49, c1.5192; 2008, N 43, cT.4921; N 47, cT.5431; 2012, N 7, cT1. 818), NnpmKasbiBato:

1. YtBepauTb npunaraemble COCTaB M COAEpPKaHME OPraHM3aLMOHHbIX U TEXHUYECKUX Mep Mo
obecneyeHuto 6e30MacHOCTU NePCOHasIbHbIX AaHHbIX MPWU UX 06paboTKe B MHGOPMALMOHHBIX CUCTEMAX
NepCcoHaNbHbIX AAHHBbIX.

2. MpusHatb yTpatuBwmm cuay npukas ®CTIK Poccum ot 5 despana 2010 r. N 58 "06
yTBEpXKAeHMM MNoN0KEHUA O MeTOAAX U cnocobax 3aWwmTbl MHPopMauum B MHGOPMALMOHHbBIX CUCTEMAX
nepcoHanbHbIX AaHHbIX" (3aperncTpuposaH MuHioctom Poccum 19 despana 2010 ., permcTpaumoHHbINi
N 16456).

AvpekTop

depepanbHoOM cnybbl MO TEXHUYECKOMY
N 3KCMOPTHOMY KOHTPO/ItO

B.CE/IH

YTBEpPXKAEHDI
npukasom ®CTIK Poccun
oT 18 peBpana2013 r. N 21

COCTAB U COAEPHAHUE
OPFAHMU3ALMOHHBLIX U TEXHUYECKMX MEP NO OBECNEYEHUIO
BE3OMNACHOCTU NEPCOHAJIbHbIX AAHHbIX NP UX OBPABOTKE

B NHO®OPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX
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CNUCOK U3MEHAIOLLMX OKYMEHTOB
(B pea. NMpukasa PCTIK Poccmm o1 23.03.2017 N 49)

|. Obwme noNoxKeHuA

1. HacTosawmi AOKyMeHT pa3paboTaH B COOTBETCTBMM C YacTbio 4 cTaTbu 19 deaepanbHOro 3akoHa
oT 27 uona 2006 r. N 152-d3 "O nepcoHanbHbix AaHHbIX" (CobpaHme 3akoHoaaTenbcTBa Poccuiickom
depepaunm, 2006, N 31, cr. 3451; 2009, N 48, ct. 5716; N 52, cT. 6439; 2010, N 27, ct. 3407; N 31, cT.
4173, ct. 4196; N 49, ct. 6409; 2011, N 23, c1. 3263; N 31, ct. 4701) ” ycTaHaBAMBAET COCTaB U
CoAeprKaHMe OpPraHM3aUMOHHBIX U TEXHUYECKMX Mep Mo obecrneyeHnto 6e30NacHOCTU NePCOHaNbHbIX
JaHHbIX MpY UX 06paboTKe B MHPOPMALIMOHHBIX CUCTEMAX MEPCOHANbHbIX AaHHbIX (ganee - mepbl No
obecneyeHnto 6e30MacCHOCTM NEPCOHANbHbIX AAHHbIX) ANA Ka*KAOro M3 YPOBHEW 3aWMLLEHHOCTM
NepCoHaNbHbIX AAaHHbIX, YCTAaHOB/IEHHbIX B TpeboBaHMAX K 3allMTe NepCcoHasbHbIX AAHHbIX NPU UX
06paboTKke B MHGOPMALMOHHBIX CUCTEMAX NMEPCOHANbHbIX AAHHbIX, YTBEPKAEHHbIX NOCTAHOBEHUEM
MpaButenbctBa Poccuiickoit depepaumm oT 1 Hoabpsa 2012 r. N 1119 (CobpaHue 3aKoHOAATENbCTBA
Poccuiickoit ®epepaumn, 2012, N 45, cT. 6257).

Mepbl no obecneyeHuto HesonacHoOCTU nepCoHaNbHbIX AAHHbLIX MPUHUMAKOTCA AONA 3alUThbI
nepCoHa/bHbIX AdHHbLIX OT HENPaBOMEPHOro wWAU cnyqaﬁHoro AOCTyna K HWUM, YHUUYTOXKeHWUA,
N3MeHeEHWA, 6ﬂOKMpOBaHMﬂ, KONMnNpoBaHUA, NpPeaocCTtaB/IEHUA, PaACNPOCTPaHEHUNA MNMepPCOHaA/IbHbIX
AAHHDbIX, @ TaKXe OT UHbIX HEMNPAaBOMEPHDbIX ,D,eﬁCTBMVI B OTHOWEHNN NePCOHA/NIbHbIX AAHHbIX.

B HacToslwem [OKyMeHTe He paccMaTpuBalOTCA Bonpocbl obecneyeHus 6HesonacHOCTH
MepCcoHaNbHbIX AAaHHbIX, OTHECEHHbIX B YCTAaHOBNEHHOM MNOPAAKE K CBEAEHWAM, COCTaBASAIOLLMM
rocyfapCTBEHHYIO TalHy, a TaKKe Mepbl, CBA3aHHble C NpuMMeHeHWeM LWNdPOBaNbHbIX
(KpunTorpaduyeckmx) cpeacTs 3aLmTbl MHGOPMALUN.

2. be3onacHOCTb MepCoHaNbHbIX AaHHbIX NpU UX 06paboTke B MHPOPMALMOHHOWN cUcTeme
NepcoHanbHbIX AaHHbIX (Janee - MHPOPMaLMOHHaA cuctema) obecneymBaeT onepaTop MAW AUUO,
ocyuiecteasolee 06paboTKy NepcoHanbHbIX AaHHbIX MO MOPYYEHUIO OMnepaTtopa B COOTBETCTBUM C
3aKoHoAaTeNbcTBOM Poccuitickoit desepaumu.

Ona BbinonHeHua paboT no obecneyeHutio 6e30MaCHOCTM MEPCOHANbHbIX AAHHbIX MPU UX
obpaboTke B WHPOPMALMOHHON cucTeMe B COOTBETCTBMM C 3aKOHOAATENbCTBOM PoccuiicKoil
depepaunn MoryT NpMBAEKaTbCA HA JAOrOBOPHOM OCHOBE HOPMAMYECKOE NULO UAU UHAMBUAYANbHbI
npegnpuHUMaTesb, UMeEKLMEe  INUEH3UIO Ha AEATeNbHOCTb MO TeXHWYECKOW  3awmTe
KOHbUAEeHUMaNbHOM MHbOPMaLMK.

3. Mepbl no obecneyeHuto 6e30MaCHOCTM MEPCOHA/bHBLIX AAHHbLIX PEasn3yloTca B pamKax
CUCTEMBbI 3aLLMTbI NEPCOHA/bHbIX AaHHbLIX, CO34aBaeMOl B COOTBETCTBUMM C TpeboBaHUAMM K 3aluuTe
NepCoHaNbHbIX AAHHbIX NPU UX 06paboTKe B MHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX AAHHbIX,
YTBEPKAEHHbIMM NnocTaHoBneHMem [lpasutenbctBa Poccuiickoin ®epgepauymm ot 1 Hoabpa 2012 r. N
1119, » ponXHbl 6bITb HanpasleHbl Ha HEWTPaNM3auMI0 aKTya/ibHbIX Yrpo3 6HesonacHocTu
NnepCoHaNbHbIX AAHHbIX.

4. Mepbl no obecnevyeHMto 6€30MaCHOCTM MEPCOHANbHBIX AaHHbIX PEaNn3yoTCA B TOM Yucie
nocpeacTBOM NpUMeHeHUs B MUHGOPMaALMOHHOM cucTeEME CPeACTB 3alUTbl MHGOPMaLUK, NPOoLIe AWNX B
YCTaHOBNEHHOM TMOPSAKE Npoueaypy OUEHKM COOTBETCTBUSA, B C/yYasX, KOrga NMpUMEHEeHUe TaKux
CpeAcTB HEOHXOAMMO A1 HENTPANN3ALLMM AKTYANbHbIX Yrpo3 6@30NacHOCTM NePCOHAbHbIX AAHHbIX.

KoHcynbTaHTMAOC: MpUmeYaHue.
Hymepauma NyHKTOB AaHa B COOTBETCTBUM C 0DULMANIbHBIM TEKCTOM AOKYMEHTA.
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6. OueHKa 3GDEeKTUBHOCTU Peann30BaHHbIX B PaMKaxX CUCTEMbI 3aLLUTbl NEePCOHAbHbIX AaHHbIX
mep no obecrneyeHnto 6e30NacHOCTM NePCOoHabHbIX AaHHbIX MPOBOAUTCA OMEPaTOPOM CAMOCTOATE /IbHO
WIN C MNPUBJAEYEHUEM HA [JOrOBOPHOW OCHOBE OPUAMYECKMX AUl W UHANBUAYa/bHbIX
npeanpuHUMaTe e, UMe ILWMX INLLEH3UI0 Ha OCYLLECTBIEHME AEATEIbHOCTU MO TEXHMYECKOW 3allmTe
KOoHOUAeHUManbHOM nHGopmaumu. YKasaHHan oLeHKa NPoBOAMTCA He peske 0AHOro pasa B 3 roaa.

7. Mepbl no obecneyeHuto 6e30MaCHOCTU MNEPCOHANbHbIX AaHHbIX NPU KX 0bpaboTKe B
rocy4apCTBeHHbIX MHPOPMAUMOHHBIX CUCTEMAX MPUHUMAIOTCA B COOTBETCTBMM C TpeboBaHMAMKU O
3awmTe  MHPopmauuK, cogdeprKalleiica B rocygapCTBEHHbIX  MHPOPMAUMOHHBIX  CUCTEMaX,
ycTtaHaBnmBaembimn ®CTIK Poccnn B npegenax cBOMX NOAHOMOYMIA B COOTBETCTBMM C YaCTbto 5 CTaTby
16 ®depepanbHOro 3akoHa ot 27 wwona 2006 r. N 149-®3 "O6 uHPopmaumu, MHOOPMALMOHHbBIX
TeXHoN0rnsAX u o 3awmrte nHpopmauumn" (CobpaHune 3akoHogaTenbcTBa Poccuiickoit Peaepaumu, 2006,
N 31, cT. 3448; 2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N 30, c1. 4600; 2012, N 31, cT. 4328).

II. CocTaB 1 coaeprkaHme mep no obecnevyeHuto 6esonacHoOCTH
NepCcoHaNbHbIX AHHbIX

8. B coctaB mepno obecneyeHunto 6esonacHocTU e PCOHaNbHbIX AaHHbIX, peasin3yeMbIX B paMKax
CUCTEMbI 3alLNTbl NEPCOHA/IbHbIX AAHHbLIX C YY4E€TOM aKTya/ibHbIX Yrpo3 6e3onacHocTH nepCoHaNbHbIX
AAHHbIX U NTPUMEHAEMbIX VIHd)OpMaLI,VIOHHbIX TEXHONIOTUM, BXO4AT:

NaeHTMOUKALMA M ayTeHTUPMKauma CybbeKTOB A0CTYMNa M 06BEKTOB A0CTYNa;
ynpasaeHue A4OoCTYNoM CybbeKToB A0CTyNa K 06beKkTam A0CTyNa;
orpaHMYeHue NPOrpamMmmMHoON cpeabl;

3alMTa MALWMHHbBIX HOocUTene MHPOPMaLMKM, HA KOTOPbIX XpaHATca U (unun) obpabaTtbiBatoTca
nepcoHanbHble AaHHble (fanee - MallMHHbIE HOCUTENN NEPCOHANBbHbIX AaHHbIX);

pernctpaums cobbiTnin 6esonacHocTu;

aHTUBMPYCHAA 3aLMTA;

obHapyKeHue (NpefoTBpalLeHMNE) BTOPKEHUIA;

KOHTPO/b (aHaNM13) 3aWMLEHHOCTN NEPCOHANbHbIX AaHHbIX;

obecneyeHune LENOCTHOCTU MHOOPMALMOHHON CUCTEMbI U NEPCOHANBHbIX AAHHbIX;
obecneyeHne AOCTYNHOCTM NEPCOHANbHbIX AAHHbIX;

3almMTa cpeapl BUPTYaNn3aLmm;

3alLMTa TEXHUYECKUX CPeacTs;

3alWmTa MHGOPMALMOHHOM CUCTEMBI, €€ CPEACTB, CUCTEM CBA3U M NEepesayn AaHHbIX;

BblABEHUE MHUMAEHTOB (04HOrO COBLITUA UAK TPYNMbl COBbITUI), KOTOPblE MOTYT NPUBECTU K
cbosM UAKN HapyLWeHUo PYHKUMOHUMPOBAHMA MHPOPMALMOHHOM cUCTEMbI U (MAN) K BO3HUKHOBEHWUIO
yrpo3 6e30nacHOCTM NePCOHANbHbIX AaHHbIX (Janee - UHUMAEHTbI), U pearnpoBaHme Ha HUX;

ynpasneHue KoHodurypauyen MHOPMALUNOHHOM CUCTEMBbI U CUCTEMbI 3aLLUTbI NEPCOHAsbHbIX
JOaHHbIX.

CoctaB UM coaeprkaHve mep no obecneyeHuto 6HesonacHOCTH NnepCoHaNbHbIX AdHHbIX,
HGO6XO,CI,MMbIX ana obecneyeHus KaXaoro ums ypOBHeVI 3alWNULEHHOCTU NMepPCOHaNbHbIX AOaHHbIX,
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npuBeAeHbl B MPUIOKEHMM K HACTOALLEMY AOKYMEHTY.

8.1. Mepbl N0 UAeHTUOUKAUMM U ayTeHTUMKALUMM CYOBEKTOB AOCTYNa U OOBEKTOB AOCTyMa
OOJ/IKHbI obecneumBaTb MpUCBOEHME cybbeKTam M Ob6beKTam OOCTyna YHWKA/NbHOTO MNpU3HaKa
(npeHTUPMKATOpPA), cpaBHEHME NPEABABAAEMOro Cyb6beKToM (06beKTOM) AOCTYyNa naeHTUPUKATOpPaA C
nepeyHeM NPUCBOEHHbIX MAEHTUPUMKATOPOB, a TaKKe NPOBEPKY NPUHAANEKHOCTU cyObeKTY (06bEKTY)
4OCTyna npesbABieHHOro UM naeHTudmnKaTopa (NnoaTeepraeHMe NOAAMHHOCTH).

8.2. Mepbl Mo ynpasBAeHWIO AOCTYNomM CybbeKToB AocTyna K ob6bekTam AocTyna O0/XHbI
obecneumsaTb ynpasneHue npasamu v NpusuaerMamm cybbeKTos A0CTyna, pasrpaHuMYeHue Aoctyna
cybbeKToB focTyna K 06beKTaM 4OCTyNa Ha OCHOBE COBOKYMHOCTU YCTaHOBEHHbIX B UHGOPMALMOHHOW
cUcTeMe MpaBuA pasrpaHUYeHna 4OCTyna, a TakKe obecneynmBaTb KOHTPOAb 3a COBAOAEHMEM 3TUX
npasu.

8.3. Mepbl No orpaHNYeHU0 NPOrPaMMHON cpeapl AO/IKHbI 0becneymBaTb YCTaHOBKY U (1au)
3aNyCK TO/NIbKO Pa3speleHHOro K MCMoAb30BaHUIO B MHPOPMAUMOHHON CUCTEME NPOrPamMMHOrO
obecneyeHna WAM WCKAKOYATb BO3MOMKHOCTb YCTAaHOBKM W (MAKM) 3anycka 3anpeleHHoro K
MCNob30BaHMIO B MUHGOPMALIMOHHOW cMCTEME NPOrpammHoro obecrneyeHus.

8.4. Mepbl Mo 3awWuMTe MaLIMHHLIX HOCUTeNel NepcoHanbHbIX AaHHbIX (cpencts 06paboTkm
(XpaHeHMs) nepcoHaNbHbIX AaHHbIX, CbeMHbIX MAWMHHbIX HOCUTENE N MePCOHANbHbIX AaHHbIX) AOMKHbI
MCKNH0YaTb BO3MOXHOCTb HE CAHKLMOHMPOBAHHOIO A0CTYNa K MaWMHHbIM HOCUTENAM W XPaHALLMMCA Ha
HUX NEePCOHaNbHbIM AaHHbIM, @ TaK¥Ke HeCaHKLUMOHMPOBAHHOE UCMO/b30BaHNE CbeMHbIX MaLLIUHHbIX
HoCuTeNei NepcoHanbHbIX AAHHbIX.

8.5. Mepbl no peructpaumm cobbiTuii 6e3onacHOCTU AONXKHbI obecneuymBaTb cHoOp, 3anuch,
XpaHeHue u 3aWmTy nHdopmaumm o cobbiTnax 6esonacHoCcTM B MHPOPMALIMOHHOM CUCTEME, A TaKKe
BO3MOXHOCTb NPOCMOTpPa U aHaNn3a UHPOPMALMM O TaKUX COBLITUAX U PearnpoBaHme Ha HUX.

8.6. Mepbl N0 aHTUBUPYCHOM 3aLLUUTE A0NKHbI 06ecneymBaTb obHapyXKeHWe B MHGOPMaALNOHHOM
cMcTeMe KOMMbIOTEPHbIX NPOrpamm NM60 MHOM KOMNbIOTEPHOM MHbOPMaLMK, NpeaHa3HAaYeHHOM Ana
HeCaHKLUMOHUPOBAHHOIO YHUUTOXKEHUA, BN10KMPOBaHUA, MOAMOUKALIMM, KOMUPOBAHMUA KOMMbIOTEPHOM
MHPOpMALMM UAN HEeUTpanu3auumM CpeacTB 3alumTbl UHPOPMALIMM, a TaKKe pearMpoBaHWe Ha
0b6HapyxeHue 3TUX nporpamm u uHGopmaumm.

8.7. Mepbl no ob6HapyeHWUO (NpedoTBPALLEHUIO) BTOPXKEHUIA [O0MKHbI obecrneymBaTb
obHapyKeHMe AeNCcTBUIA B MHPOPMALMOHHOM cUCTeMEe, HanpaB/ieHHbIX Ha HeCaHKLMOHMPOBAHHbIM
Aoctyn K uHpopmauuu, crneumanbHble BO3AEWCTBMA Ha WMHPOPMALMOHHYIO cucTemy U (KMnum)
nepcoHasbHble AaHHble B LenAax A00OblBaHWUA, YHUUTOMXKEHMUA, UCKaXKeHUA U 61OKMPOBAHWUA JOCTYNA K
NMepCcoHabHbIM JAaHHbIM, @ TaK¥Ke pearmpoBaHue Ha 3TU gencTeuS.

8.8. Mepbl MO KOHTpoOAO (aHanu3y) 3alLMLLEHHOCTM MEePCOHANbHbIX AaHHbIX [AOXKHbI
obecneunBaTb KOHTPO/b YPOBHA 3alUMLLIEHHOCTM MEPCOHANbHbLIX AaHHbIX, obpabaTbiBaembix B
MHPOPMALIMOHHOM cUCTEME, MYTEM NPOBEAEHMA CUCTEMATUYECKUX MEPONPUATMI MO aHanusy
3aWMLLEHHOCTU MHDOPMALMOHHOM CUCTEMBI U TECTUPOBAHMIO PAabOTOCNOCOBHOCTM CUCTEMBI 3aLLMUTDI
NepCcoHaNbHbIX AaHHBbIX.

8.9. Mepbl no obecneyeHUto LEeNOCTHOCTU MHPOPMALMOHHOM CUCTEMbBI U NEPCOHANbHbIX AAHHbIX
OOJIKHbI 0becneunBaTb OOHapy)KeHMe ¢aKToB HECAHKLMOHMPOBAHHOMO HAPYLEHWA LEeN0CTHOCTU
MHPOPMALIMOHHOMN CUCTEMbI U COAEPHKALMXCA B HEW MEPCOHANbHbIX AAHHbIX, @ TaKXKe BO3MOXHOCTb
BOCCTAHOBNEHMA MHOOPMALMOHHOM CUCTEMbI U COAEPHKALLMXCA B HEN NEPCOHANbHbIX AAHHbIX.

8.10. Mepbl nNo obecrneyeHUto AOCTYMHOCTM MEPCOHANbHbIX AAHHbLIX AOJ/IXKHbI 0becneunBaTb
aBTOPU30BaHHbIM AOCTYN MOJ/b30BaTe/IEN, MMEIOLWMX NpPaBa NO AOCTYyNY, K NEPCOHANbHbIM AaHHbIM,
cogep:awmmeca B  MHDOPMAUMOHHOM cuUCTeme, B  LITAaTHOM pexXume  PYHKLMOHUPOBAHUSA
MHPOPMALIMOHHOMN CUCTEMDI.



8.11. Mepbl No 3awmTe cpeabl BUPTyanMsaummn LONXKHbI UCKIOYATb HECAHKLUMOHUPOBAHHbLIN
[OCTYNn K MepcoHanbHbIM AaHHbIM, 06pabaTbiBaeMbiM B BUPTYasibHON WHOpPACTPYKType, U K
KOMMOHEHTaM BMPTYasibHOM MHOPACTPYKTYPbI U (MK) BO3AECTBME HA HUX, B TOM YMCAE K CPeACTBaM
ynpaBAeHUA BUPTYanbHON MHPPACTPYKTYPO, MOHUTOPY BUPTYasbHbIX MaLLMH (rMnepBmu3opy), cucteme
XPaHeHUA [aHHbIX (BKAOYaA cucTeMy XpaHeHua 0OpasoB BUPTYaNbHOM WHOPACTPYKTYpPbI), CETH
nepegayy AaHHbIX Yepes3 3/1eMEHTbl BUPTYaNbHOU WU ¢U3MYeCcKol MHPPACTPYKTYPbI, FOCTEBLIM
onepauMOHHbIM CUCTEMAM, BMPTYasbHbIM MallMHaM (KOHTEMHepPaM), CUCTEME WU CETU PennKauumu,
TEPMUHANBbHLIM W BUPTYaNbHbIM YCTPOMCTBAM, a TaKXKe CUCTEME Pe3epBHOr0 KOMMPOBAHUA W
CO34aBaeMbIM €10 KOMUAM.

8.12. Mepbl N0 3aLMTE TEXHUYECKUX CPEACTB A0/KHbI UCKNOUYaTb He CAHKLMOHWPOBAaHHbIN 40CTYN
K CTaUMOHapPHbIM TeXHUYECKUM cpeacTBam, o6pabaTbiBaloWMm NepcoHanbHble AaHHble, CpeacTBam,
obecneumnsatoLLMm QYHKLMOHUPOBaHNE MHPOPMALMOHHOM cUCTeMbI (Janee - cpeacTea obecneyeHus
bYHKLUMOHMPOBAHMA), U B NOMELLEHUA, B KOTOPbIX OHW MOCTOAHHO PACMONO0MKEHbI, 3aLLMTY TEXHMUYECKUX
CPeACTB OT BHELUHMX BO3AENCTBUM, a TaKXkKe 3alUMTY NepCcoHaNbHbIX AaHHbIX, NpeAcTaBAeHHbIX B BUAE
NHGOPMATUBHbIX 31EKTPUYECKMX CUTHANOB U GU3NYECKUX NONEN.

8.13. Mepbl no 3awmTe MHGOPMALMOHHOW CUCTEMbI, €€ CPeACTB, CUCTEM CBA3M M Mepenayu
JaHHbIX  AO/KHbI  obecneuymBaTb  3alUMTYy MNEPCOHANbHbIX AaHHbIX NPU  B3aMMOAENCTBUM
NHGOPMALLMOHHOW CUCTEMbI MU €€ OTAENbHbIX CETMEHTOB C MHbIMU MHDOPMALMOHHbBIMU CUCTEMaMU U
NHGOPMALIMOHHO-TENTEKOMMYHMKALMOHHBIMA  CETAMM MOCPEACTBOM MNPUMEHEHUA apXUTEKTYPbl
MHGOPMALLMOHHOW CUCTEMDBI M MPOEKTHBIX PeLleHWI, HanpaBaeHHbIX Ha obecneyeHne 6e30nNacHOCTM
NepCcoHasbHbIX AaHHbIX.

8.14. Mepbl MO BbIBNEHNIO WHUMAEHTOB U PearmpoBaHWI0O Ha HWUX AONXHbI obecrneynBaTb
ob6HapyKeHUe, nAeHTUPUKALMIO, aHANU3 UHLMAEHTOB B MHOOPMALMOHHOMN CUCTEME, @ TaKXKe NPUHATUE
Mep MO YCTPAHEHUIO U NpeaynpeXaeHUI0 MHUMAEHTOB.

8.15. Mepbl No ynpaBneHuto KoHdurypaumein MHGOPMaLMOHHOMN CUCTEMbBI U CUCTEMbI 3aLUNTbI
NMePCOHANbHbIX AaHHbIX AO0/XHbI 0becneumBaTb YMpaBfeHUE WUIMEHEHUAMMU KOHOUIypauum
MHOOPMALMOHHON CUCTEMbBI U CUCTEMbI 3aLLMTbl MEPCOHaNbHbIX AAHHbIX, aHaAM3 MOTEHUNANbHOIO
BO34ENCTBUA NIaHUPYEMbIX U3MEHEHUI Ha obecneyeHne H6e30MNacHOCTM NepCoHasbHbIX AaHHbIX, a
TaKKe JOKYMEHTUPOBAHME 3TUX USMEHEHUN.

9. Bblbop Mep no obecneyeHUo 6€30MACHOCTM MEPCOHANbHbIX AaHHbIX, MOAJEKaALMX
peanusaummn B MHOOPMALUMOHHON CUCTEME B PaMKax CUCTEMbI 3aLUMUTbl MEPCOHANbHbLIX JAAHHbIX,
BK/IOYaET:

onpeaeneHue 6azosoro Habopa mep no obecneyeHno 6e30NacHOCTM MePCOHaNbHbIX AaHHbIX 411
YCTaHOB/NEHHOMO YPOBHA 3alUMLIEHHOCTM MNEPCOHaNbHbIX AaHHbIX B COOTBETCTBMM C 6a30BbiMM
Habopamu mep no obecrneyeHUo 6e30MaACHOCTM MEPCOHANbHbLIX AaHHbIX, NPWBEAEHHLIMWA B
NPUNOXKEHMM K HACTOALWEMY JOKYMEHTY;

afjanTaumio 6asosBoro Habopa mep no obecrneyeHuo 6e30MaCHOCTU MEPCOHaNbHbIX AAHHbIX C
YYETOM CTPYKTYPHO-PYHKUMOHANbHBIX XapaKTe PUCTUK MHGOPMALLMOHHOM CUCTEMbI, MHOOPMALMOHHbIX
TeXHON0rni, ocobeHHocTen pyHKLMOHUPOBAHUA MHGOPMALIMOHHOM CUCTEMbI (B TOM YMCIE UCKAOUYEHME
n3 6as3oBoro Habopa mep, HEMOCPEACTBEHHO CBSI3aHHbIX C MHOOPMAUMOHHBIMW TEXHONOTUAMM, HE
NCMONb3yeMbIMM B WHPOPMALMOHHOW  CUCTEME, WAM  CTPYKTYPHO-PYHKLMOHANbHbIMU
XapaKTepPUCTUKaMU, He CBOMCTBEHHbIMU MHPOPMALMOHHOM cUCTEME);

yTOYHEHME aJanTMpOBaHHOrO 6a3oBoro Habopa Mmep no obecneyeHUo 6Ge30MaCcHOCTU
MepcoHaNbHbIX AAHHbIX C Yy4eTOM He BblOPaHHbIX paHee Mep, MPUBELEHHbIX B MPUIOMKEHUU K
HacToALWEMY OOKYMEHTY, B pe3y/ibTaTe Yero onpeaensATcs Mepbl No obecneyeHuo 6e30nacHoOCTH
NepcoHaNbHbIX AAHHbIX, HanpaBAeHHble HAa HENTPANM3aLMIO BCEX aKTyaslbHbIX yrpo3 6e3onacHocTu
NepCcoHanbHbIX AAHHbIX A8 KOHKPETHOM MHGOPMALMOHHOM CUCTEMbI;



[OMONIHEHME YTOYHEHHOro QaJanTUMPOBAHHOrO 6a3oBoro Habopa mep Mo obecrneyeHuto
6e30MacHOCTU MEePCOHA/bHbIX AaHHbIX Mepamu, obecrneymBaloWMMKN BbINOHEHUE TpeboBaHWUI K
3alUMTe MEePCOHA/NbHbIX AAHHbIX, YCTAHOBJEHHbIMW MHbIMM HOPMAaTUBHbLIMW MPABOBbLIMW AaKTaMKn B
obnactn obecrneyeHma 6€30NacHOCTM NePCOHaNbHbIX AaHHbIX M 3aWUTbI MHGOPMALMMK.

10. Mpu HEBO3MOMKHOCTM TEXHWYECKOW peanusaumMmM OTAe/bHbIX BblOPAHHbIX Mep Mo
obecneyeHuto 6€30MaCHOCTM MEPCOHA/bHbLIX [aHHbIX, a TaKXe C Yy4eTOM 3KOHOMMUYECKOM
uenecoobpasHoOCTU Ha 3Tanax aganTtaumm 6asosoro Habopa mep U (MAKN) YTOUHEHUA aAaNTUPOBAHHOTO
6a30Boro Habopa mep MoryT pas3pabaTbiBaTbCs MHble (KOMMEHCUPYIOLWME) Mepbl, HanpaBaeHHbIe Ha
HeMNTPanM3aLMIO aKTyanbHbIX Yrpo3 6€30MacHOCTM Ne PCOHabHbIX AAHHbIX.

B sTom cnyyae B xoge paspaboTKM CUCTEMbI 3aLUTbl MEPCOHANbHbIX AAHHbIX AOKHO ObiTb
npoBeAeHoO 060OCHOBaHWE MNPUMEHEHMA KOMMEHCUPYIOLWMX mMep AnAa obecneyeHnsa 6e30MacHOCTM
NepCcoHaNbHbIX AaHHbIX.

11. B cnyyae onpeaesieHna B COOTBETCTBUM C TpebOBaHUAMM K 3aLumMTE NEPCOHANbHbBIX MPU UX
06paboTKe B MHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX AAHHbIX, YTBEPXKAEHHbIMU NOCTAHOBEHUEM
MNpasuTtenbctBa Poccuiickonn ®epepaumm ot 1 HoAbpA 2012 r. N 1119, B KayecTBe aKTya/ibHbIX Yyrpo3
6€30MacHOCTM NePCOHANbHbLIX AaHHbIX 1-r0 1 2-ro TUNOB AOMNOJHUTENIBHO K Mepam No obecrnedyeHuto
6€30MacHOCTM MEepPCOHaANbHbIX AaHHbIX, YKa3aHHbIM B MyHKTe 8 HACTOALEro AOKYMEHTa, MOryT
NPUMEHATbLCA Cneayrowme Mmepbl:

NpoBepKa CUCTEMHOrO M (MAKM) NPUKNAOHOrO MNPOrpaMmMHOro obecrneyeHuns, BK/OYasA
NPOrpamMmMHbIiA  KOZ, Ha OTCYTCTBME HeAeK/NapupoBaHHbIX BO3MOXHOCTEM C MWCMO/b30BaHUEM
aBTOMATM3NPOBaHHbIX CPeACTB U (Mn) 6e3 UCNoNb30BaHUA TaKOBbIX;

TecTMpoBaHue MHPOPMALLMOHHOWM CUCTEMBI Ha MPOHUKHOBEHMWSA;

MCNoJib30BaHUE B MHd)OpMaLLMOHHOl)'I cncreme CUCTEMHOIo 1 (Mﬂl/l) NPUKNaAHOro nporpaMmmHoOro
06EC|'Ie‘-IEHMFI, pa3pa60TaHHoro C UCno/sib3oBaHMemM meTo408B 3alUnULEHHOINo NporpaMmmMmmnpoBaHnA.

12. TexHUYeCcKne Mepbl 3aLUNUTbI NEePCOHANbHbIX AaHHbIX Peann3yoTca NocpeacTBOM NPUMEHEHMUA
CPeacTB 3almMTbl MHPOPMALMM, B TOM YMC/IE NMPOrPaMMHbIX (MPOrpaMmHO-annapaTHbIX) CPeacTs, B
KOTOpPbIX OHW pPeasIN30BaHbl, UMeoWMNX Heobxoanmble GpyHKUMKM 6€30MacHOCTH.

Mpn MCnonb30BaHUM B MHPOPMALIMOHHBLIX CUCTEMAX CEPTUPUUMPOBAHHBLIX No TpeboBaHMAM
6e30nacHOCTU MHOOPMaLLMM CPEACTB 3aLLMUTbI MHPOPMALUN:

B MHPOPMALMOHHBIX cucTemMax 1 ypoBHA 3aWMLLEHHOCTM NEePCOHabHbIX AaHHbIX NPUMEHSATCA
cpeAcTBa 3alUUTbl MHPOPMALMKM He HUXKe 4 Knacca, a TaKXKe CpeacTBa BblUMCAIUTENbHOM TEXHUKN He
HUXKe 5 Knacca;

B MHPOPMALMOHHBIX CUCTEMAX 2 YPOBHA 3aLMLLEHHOCTM NEPCOHANbHbBIX AAaHHbIX NPUMEHSATCA
cpeAcTBa 3alUTbl MHPOPMALMKM He HUXKe 5 Knacca, a TaKXKe CcpeacTBa BblUMCAUTENbHOM TEXHUKU He
HUKe 5 Knacca;

B MHPOPMALIMOHHBIX CUCTEMAX 3 YPOBHSA 3aWMLLEHHOCTM NEPCOHA/bHbIX AaHHbIX NPUMEHSAIOTCA
cpeacTBa 3aWmMTbl MHPOPMALUK HE HUXKe 6 Knacca, a TaKKe CPeacTBa BbIMMCAUTENbHON TEXHUKU He
HWXe 5 Knacca;

B MHPOPMALMOHHBIX cucTemax 4 ypoBHSA 3aWMLLEHHOCTM NEePCOHA/bHbIX AaHHbIX NPUMEHSAOTCA
cpe/cTBa 3allUTbl MHPOPMALIMKM HE HUXKe 6 KNacca, a TaKXKe CPeacTBa BblYMCUTENIbHOM TEXHUKN He
HUXKe 6 Knacca.

Knaccbl 3awmTtbl onpegenAlTcA B COOTBETCTBMM C HOPMATMBHbIMW MPABOBbIMWU aKTaMM,
M30aHHbIMW B COOTBETCTBUM € noanyHKTom 13.1 nyHKTa 8 lMonoxeHua o PegepanbHoit cnyxbe no
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TEXHUYECKOMY W 3IKCMOPTHOMY KOHTPOJ/IO, YTBEpXKAEeHHOro YKasom [lpesnpeHTa Poccuitckol
depepaunm ot 16 asrycta 2004 r. N 1085.

Mpu ucnonb3oBaHUM B WMHOOPMALMOHHBIX CUCTEeMax CpeAacTB 3alWmTbl  MHopMaLMM,
CepTUOULMPOBAHHLIX Mo TpeboBaHMAM 6e30MacHOCTM MHPOPMALMM, YKa3aHHble CPEeACTBA AOJIMKHbI
6biTb  cepTUdMUMpOBaHbl Ha COOTBETCTBME 06a3aTeNibHbiIM  TpeboBaHMAM Mo 6e30nacHOCTU
MHGOPMaLMK, YCTaHOBAEHHbIM HOPMATUBHbBIMM NPABOBbLIMW aKTaMU, AN TPeboBaHMAM, YKa3aHHbIM B
TEXHUYECKMX YCN0BUAX (3aaaHnaAX no besonacHocTH).

<:DyHKLI,MM 6e3onacHoCTH CpencTs 3alllnTbl MHd)OpMaLI,MM LOONXKHbI obecneyunBaTb BbINO/HEHNE mep
no obecneyeHuno 6e3onacHoOCTH nepCoHaNbHbIX AaHHbIX, CO4ePXKalnxca B HaCToAWEM JOKYMEHTE.

Ona obecneyeHma 1 n 2 ypoBHEN 3aWMLLEHHOCTM MEPCOHANbHbLIX AAHHbIX, a Takxe 4aA
obecnevyeHna 3 ypoBHSA 3alMLLEHHOCTU NEPCOHANbHbIX AaHHbIX B MHGOPMALMOHHbLIX CUCTEMaX, ANS
KOTOPbIX K aKTyanbHbIM OTHECEHbl Yrpo3bl 2-r0 TUMa, NPUMEHSAIOTCA cepTUdULMPOBaHHbIE CpeacTBa
3alUMTbl MHPOPMaLIMK, NpOrpaMmmHoe obecneyeHne KOTOPbIX MPOLLIO MPOBEPKY He HUXKe Yem no 4
YPOBHIO KOHTPO/1A OTCYTCTBMA HeAEKNapPUPOBaHHbIX BO3MOMKHOCTEN.

(n. 12 B pea. Mpukasa GCTIK Poccum ot 23.03.2017 N 49)

13. an MCNnonb30BaHUN B MHd)OpMaLI'MOHHbIX Cncremax HoBbIX MHd)OpMaLI,VIOHHbIX TEXHO/I0TUIA U
BblABNEHUN OONONTHUTENbHbLIX Yrpos3 6e3onacHocTu NnepCoHaNnbHbIX AdHHbIX, ONA KOTOPbIX He
onpeaeneHbl mepbl obecneyeHuna umx 6e3OI'IaCHOCTM, AOJTKHbI pa3pa6aTbIBaTbCﬂ KOMneHcunpytrouimne
Mepbl B COOTBETCTBUN C MYHKTOM 10 HaCToAWEro AOKYMEHTa.
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COCTAB N COOEPHAHUE

MEP MO OBECMEYEHUNIO BE3OMNACHOCTU NMEPCOHAJIbHBIX AAHHbBIX,
HEOBXOAMMBbIX A1 OBECNEYEHMA KAXKAOIO 13 YPOBHEN

SAWMNLLEHHOCTU NMEPCOHAJIbHbIX AAHHbIX

YcnoBHoe
ob03HaueHue n
HOMepP Mepbl

Cop,epmaHme mep no obecneyeHuto 6esonacHOCTH
NepCoHaNAbHbIX AAHHbIX

YpPOBHM 3aLUMLLEHHOCTH
NepCcoHaibHbIX AaHHbIX

4 3 2 1

I. UaeHTUOMKaLMA 1 ayTeHTUDMKaUMA CyObeKTOB AoCTyna 1 06bekToB gocTyna (MAD)

NAD.1 NaeHTUdMKauma u ayTeHTMPUKAUmMA nosb3oBaTenen,| + + + +
ABNAOLLMXCA pabOTHMKaMK onepaTopa

NAD.2 NaoeHTUdMKauma n ayteHTUOMKAUMA YCTPOICTB, B TOM + +
yncne CTauMoHapHbIX, MOBUABHBIX M NOPTATUBHbIX

MAD.3 YnpasneHue uaeHTUdUKaToOpamm, B TOM Yncie cosgaHuve, | + + + +
NPUCBOEHME, YHUUTOXKEHUE NAEHTUPUKATOPOB

NAD.4 YnpaBneHue cpeactsamu ayteHTUdMKaLMK, B TOM Yncne | + + + +

XpaHeHWe, Bbldaya, WHWUMaNM3aums, OJ0KMpoOBaHME
CpeacTB ayTEHTUOUKAUMM M MPUHATUE Mep B C/ydae
yTpaTbl " (nnn) KoMMpomeTauum cpeacTs
ayTeHTUdMKaLUK

MNpunnoxkeHune

K CocTaBy un cogeprkaHuto
OpPraHM3aUMOHHbIX U TEXHUYE CKUX
mep no obecneyeHunto 6esonacHoCTH
MepPCOHaNbHbIX aHHbIX MPU UX
06paboTke B UHPOPMALIMOHHbIX
CUCTEMAX NePCOHANbHbIX AAHHbIX



NA®.5

3awmTa ob6paTHOM CBS3N NpU BBOAE ayTEHTUPUKALMOHHOM
nHdopmaumm

NA®.6

NaeHTUdMKauma n ayteHTMPUKAUMA Nonb3oBaTene, He
ABNAOWMXCA  paboTHMKaMM  onepaTopa  (BHeLWHUX
nonb3osatenen)

Il. YnpaBneHue AocTynom cybbeKToB AocTyna K o6bekTam gocryna (YMNA4)

yna.1

YnpaBneHue (3aBegeHue, akTUBaUMA, BNOKMPOBaHUE U
YHUUTOMKEHME) YUYETHbIMM 3anucAMKU Mnosib3osaTenel, B
TOM YMC/e BHELIHUX NOJIb30BaTe el

+

+

yng.2

Peanusauma HeobxoAuMMbIX METOAO0B (ANCKPELMOHHbIN,
MaHAaTHbIN, POIEBOM AN UHOW meToa), TUNoB (YteHue,
3anucb, BbINOAHEHWE WAW MHOW TUN) W NpaBua
pasrpaHuyeHuns goctyna

yna.3

YnpasneHune (PpunbTpauma, maplipyTM3aums, KOHTPOb
COeAMHEHWN, OZHOHaNpPaB/ieHHas nepegaya W MUHble
cnocobbl ynpaBneHus) UHGOPMALMOHHBbIMM NOTOKAMMU
MeXay YCTPOMCTBAMW, CEerMeHTamMu MHPOPMALUOHHOM
CUCTEMbBI, @ TaKk¥Xe Mmexay WHPOPMALMOHHBIMU
cMcTemMamu

yNna.4

PasgeneHne nonHomouuii (poneit) nosnb3oBaTesen,
aAMUHUCTPATOPOB u iy, obecneynBaloLLmX
dYHKUMOHMPOBaHNE MHDOPMALMOHHOM CUCTEMBI

yna.s

HasHayeHMe MUHUMaNbHO HEeobXOoAMMbIX MpaB MU
npusuaerMn  NoNb30BaTENAM, AOMUHUCTPATOPAM M
Nvuam, obecneunsaowmm dYyHKUMOHMpOBaAHME
NHOOPMALMOHHOM CUCTEMbI

ynz.6

OFpaHVI‘-{eHVIe HeycCnewHbIX NOonNbITOK BXOA4a B




NHPOPMALMOHHYIO cucTemy (AocTyna K MHGOPMaLMOHHOM
cucteme)

yna.7

MpeaynpeskaeHne nonb3oBaTens MNpu ero Bxode B
NHOOPMALMOHHYIO cMcTeMy 0 TOM, yTo B
MHOOPMALMOHHON cCUCTEME peann3oBaHbl Mepbl Mo
obecneyeHunto 6e3onacHOCTU NepCcoHaabHbIX AaHHbIX, N O
HeobxoanMMocCTun cobnoaeHun YCTaHOB/EHHbIX
onepaTopom npasua 06paboTKM NepCcoHaNbHbIX AaHHbIX

yna.8

OnoselleHMe NoOb30BaTeNA NOC/E YCNELWHOro BXoaa B
MHPOPMALIMOHHYIO CUCTEMY O ero NpeaplayLlem BXoae B
MHPOPMALMOHHYIO CUCTEMY

yng.o

OrpaHnyeHne Yncna napannenbHblX CEaHCOB AOCTYNa ANA
KaXkaom YyYeTHO 3anucu nonb3oBatens
MHOPMALMOHHOM CUCTE MBI

YNz.10

BnokupoBaHMe ceaHca AocTyna B MHGOOPMALMOHHYIO
cUcTeMy Mocie YCTaHOBNEHHOTo BpemeHW besaelicTaus
(HeakTMBHOCTM) NoJsIb30BaTENA UM MO €ro 3anpocy

yng.11

PaspeleHne (3anpeT) JeicTBMIA  MNonb3oBaTesiei,
paspeLleHHbIX A0 MAeHTUOUKALUUN N ayTeHTUGMKaLMM

yna.i2

MoponepsKka M coxpaHeHue aTpubyToB 6e3onacHocTH
(meToK 6e3omacHocTH), cBA3aHHbLIX C MHbOpPMaUMEN B
npouecce ee xpaHeHWUst 1 06paboTKK

yng.13

Peanusauma  3aWMLEHHOTO  yAaseHHOro  AocTyna
CcyObeKTOB JOCTYNA K 06beKTaM AOCTyNa Yepes BHELHME
NHPOPMALMOHHO-TETIEKOMMYHUKALLMOHHbIE CETU

yN/.14

PernameHTauMs UM KOHTPOAb  WCNO/Ib30BaHMA B
MHOOPMALIMOHHOMN cUCTEME TeXHOoriM 6ecnpoBoaHOroO




focTyna

ynAa.15

PernameHTaums UM KOHTPOAb  WCNO/Nb30BAaHMA B
MHOOPMALMOHHON cUCTEME MODOUNBHBIX TEeXHUYEeCKUX
cpencTs

yna.i6

YnpaBneHue B3aMMOZENCTBMEM C MHOOPMALMOHHBIMM
CUCTEMaMM  CTOPOHHWUX  OpraHusauuii  (BHewHue
MHOOPMALMOHHbIE CUCTEMDI)

yng,.17

ObecneueHue [OBEPEHHOW 3arpysKku cpencTs
BbIYNCANTENIbHON TEXHUKM

[ll. OrpaHnyeHune nporpammHoin cpeabl (OMNC)

ornc.1

YnpaBneHue 3anyckom (obpaweHuAMMU) KOMMOHEHTOB
nporpaMmmHoro obecneyeHus, B TOM YnCae onpeaeneHue
3aMyCKaeMblX KOMMOHEHTOB, HACcTPOMKa NapameTpoB
3aMycka  KOMMOHEHTOB, KOHTPOJIb 33  3anyCKom
KOMMOHEHTOB NporpammHoro obecnedeHus

onc.2

YnpaBneHue ycTaHOBKOW (MHCTannsauMein) KOMNOHEHTOB
nporpaMmmHoro obecrneyeHus, B TOM YNC/e onpeaeneHune
KOMMOHEHTOB, MOA/IeXKalLUMX YCTAHOBKe, HACTpOMKa
napameTpoB YCTAaHOBKM KOMMOHEHTOB, KOHTPO/Ib 3a
YCTaHOBKOI KOMMOHEHTOB NPOrpamMmmHoOro obecnevyeHus

ornc.3

YCTaHOBKa (MHCTannAuMA) TONbKO paspelleHHoro K
NCMO/1b30BaHMNIO NPOrpammHoro obecrneyeHuna n (nunu) ero
KOMMOHEHTOB

onc.4

YnpaBneHue sBpeMeHHbIMU haniamu, B TOM YMcae 3anperT,
paspeleHne, nepeHanpasieHWe 3anucu, YyaaneHue
BPEMEHHbIX ¢ainnos




IV. 3awWmTa MaWMHHbIX HOCUTETIEN NePCOHAbHbIX AaHHbIX (3HN)

3HKM.1 YyeT MalMHHbIX HOCUTENEeW NePCOHANbHbIX AAHHbIX

3HU.2 YnpasneHue JOCTYNMOM K  MALWMHHBbIM  HOCUTENAM
NepCcoHanbHbIX AAHHbIX

3HN.3 KoHTponb nNepemelleHus  MallMHHbIX  HOCUTENewn
NepCcoHaNbHbIX AAHHbLIX 33 NpPeaesibl KOHTPOUPYeMOW
30HbI

3HN.4 UcKknovyeHne BO3MOMKHOCTU  HECAaHKUMOHWMPOBAHHOIO

O3HaKOM/IeHNA C coaepaHMeM NepCoHa/IbHbIX AAHHbIX,
XPaHAWMNXCA Ha MAWKUHHbLIX HOCUTENAX, WU (I/II'II/I)
NCNONb30BaHMA HocuTenem nepCcoHanbHbIX AdHHbLIX B
MHbIX MHd)OpMaLI,MOHHbIX cncremax

3HW.5 KoHTposb ncnonb3oBaHma UHTepdeicos BBoAa (BbIBOAA)
nHGOpMaLMM Ha MaLUMHHbIE HOCUTENN MePCOHANbHbIX
OaHHbIX

3HN.6 KoHTponb BBOAA (BbiBOAA) MHMOPMALMM Ha MalUUHHbIE

HOCUTENIN NEePCOHANbHbIX OaHHbIX

3HWN.7 KoHTpoNb  MOAKAKOYEHWMS  MALUMHHbIX  HOCUTENEWn
nepCcoHaNbHbIX AAaHHbIX

3HWN.8 YHUUYTOXKEHNE  (CTUpaHue) unu  obesnnumBaHue
NepCcoHaNbHbIX AaHHbIX Ha MALWWHHbLIX HOCUTENAX MPU UX
nepefaye Mexay MONb30BaTeNsAMW, B CTOPOHHME
opraHuM3auun AnA pemMoHTa WAM YTUAU3ALUKM, a TaKKe
KOHTPO/1b YHUUTOXKEHUA (CTUpaHKUsA) uaun obesnnunsaHma

V. Pernctpauma cobbitmin 6esonacHoctu (PCB)

PCB.1 OnpegeneHne cobbiTMM 6e30MNacHOCTU, nNoAjeKawmx | +




perncrpaunmn, n CPOKoB UX XpaHEHUA

PCB.2

OnpegeneHne coctaBa M codepraHua MHPopmauumn o
cobbITUAX 6e3onacHoOCTH, NoAsiexKalmx permcTpaunm

PCB.3

Cbop, 3anucb M XxXpaHeHne WHPOpMaLUMN O COBbLITUAX
6€30MacHOCTM B Te4YeHWe YCTaHOBNEHHOMO BPEMEHMU
XpaHeHwus

PCb.4

PearvpoBaHve Ha cbou nNpu perucTpaumm cobbiTui
6e30MacHOCTM, B TOM YMCe annapaTHble U MPOorpamMmMHble
owmnbKkn, cbon B MexaHM3Max cbopa WHPopmaLmu U
OOCTUXKEHWe npegenia WaM nepenosiHeHua obbema
(emkoctn) namatn

PCB.5

MoHUTOPMHT  (NpOCMOTP,  aHanu3)  pes3ynbTaTos
perucTpauum cobbiTmii 6€30NacHOCTM M pearnpoBaHne Ha
HUX

PCB.6

leHepupoBaHME  BPEeMEeHHbIX MeToK U (unun)
CUHXPOHU3aUMA CUCTEMHOTO BpeMeHM B
MHOOPMALMOHHOM cUCTEME

PCB.7

3awmTa uHbopmaLmm 0 cobbITUAX Be3onacHoCTU

VI. AHTMBMPYCHaA 3awwmTa (AB3)

AB3.1

Peanunsauma aHTUBMPYCHOM 3aLLMTbI

AB3.2

O6HoBNeHMEe 6asbl AaHHbIX MPU3HAKOB BPEAOHOCHbIX
KOMMbIOTEPHbIX Nporpamm (BMpycos)

VII. O6HapyrkeHue BTopKeHU (COB)

CoB.1

O6HapyKeHne BTOPKEHN




COB.2 O6HoBNeHUe 6a3bl peLlatoLwmx NpaBu +

VIII. KoHTponb (aHanms) 3aWwmLLe HHOCTM NepCcoHanbHbIX g4aHHbIX (AH3)

AH3.1 BbisBneHne, aHanus yassumocter WUHGOPMaALMOHHOM + +
CUCTEMbI M ONEPATUBHOE YCTPAHEHNE BHOBb BbIABAEHHbIX
yS3BUMOCTE U

AH3.2 KoHTposb  yCTaHOBKM OBHOBAEHMI nNporpammHoro| + + +

obecneyeHunn, BKAOYaAa O6HOBNEHME MPOrPaMMHOrO
obecneyeHnn cpeacTs 3aLUmUTbl MHGOPMaLMK

AH3.3 KoHTpob paboTocnocobHOCTM, NapaMeTPOB HAaCTPOIKN U + +
NPaBUAbHOCTU  QYHKLMOHMPOBAHUA  NPOrPAaMMHOro
obecneyeHmnA 1 cpeacTB 3aWMTbl MHPOPMALUK

AH3.4 KOHTpOAb cocTaBa TeXHUYECKUX CpeacTB, NPOrpaMmmMHOro + +
obecneyeHuns n cpeacTs 3almTbl MHGOPMALUK

AH3.5 KoHTposb npaBun reHepaumm W CMeHbl naponem +
nonb3oBaTeiel, 3aBeAeHUA U yAaNeHUA YY4ETHbIX 3anncemn
nosib3oBaTesiell, peanunsaumm npaBuUA pasrpaHUYEeHUn
aocTyna, NMOHOMOYMI nosib3oBaTesiein B
MHOOPMaALMOHHOM cucTeMe

IX. O6becnevyeHne LEeNOCTHOCTU MHPOPMALNOHHOM CUCTEMBI U MePCOoHaNbHbIX AaHHbIX (OLL)

oun.i KoHTpo/ib LENOCTHOCTM NporpammHoro obecrneyeHus, +
BKAtOYasA nporpammHoe obecnevyeHue cpeacTB 3aLMUTbI
nHdopmaumm
oun.2 KOHTpO/Ib  UEeNOCTHOCTM  MepPCOHasNbHbIX  AaHHbIX,
cofepxKawmxca B 6asax AaHHbIX  MHPOPMALMOHHOM
cucTembl

oun.3 ObecneveHue BO3MOXHOCTH BOCCTAaHOB/IEHUA




nporpammHoro obecrnevyeHusa, BKAOYAA MNpPOrpammHoe
obecneyeHne cpeacts 3awuTbl  MHbOpPMAUUM, MpU
BO3HWKHOBEHUW HELUTATHbIX CUTYaL MM

oun.a O6Hapy:KeHMe W pearMpoBaHMe Ha MOCTynjaeHne B
NHbOPMALMOHHYIO cuctemy He3anpallMBaemblIxX
3/IEKTPOHHbIX co0bLLIeHN (Mncem, JOKYMEHTOB) U UHOM
UHOOPMaLMK, He OTHOCALWMXCA K YHKLMOHUPOBAHWUIO
MHPOPMALMOHHON cUCTEMbI (3aLMTa OT Crnama)

oun.s KoHTponb coaep:kaHma nHbopmauum, nepeaaBaemomn us
nHdOpMaLMOHHOM CUCTEMBI (KoHTelHepHbIN,
OCHOBaHHbI Ha cBoWcTBax 0bbekTa goctyna, u (uam)
KOHTEHTHbIW, OCHOBAHHbIN Ha MOMWCKEe 3anpelLeHHOoM K
nepegaye WHPOPMALMM C MCMOb30BAaHUEM CUTHATYP,
MaCOK U MHbIX METOZ0B), N UCKNOYEHME HEMPABOMEPHOM
nepegaiyn MHpopmaumnm n3s MHGopPMaLUUOHHOMN CUCTEMBI

oun.e OrpaHuyeHMe npaB Nonb30oBaTeser No  BBOAY
nHdopmaumm B MUHPOPMALIMOHHYIO CUCTEMY

oun.7 KOHTpPO/b TOYHOCTK, MNONHOTbI U NPaBUALHOCTU AAHHbIX,
BBOAMMbIX B UHPOPMALMOHHYIO CUCTEMY

oun.g KoHTpOonb oOWwKnBOYHbIX [elCTBUIA Nosib30BaTeNnel no
BBOAY W (MAM) nepefadye nNepCcoHaNbHbIX AaHHbIX U
npeaynpexaeHne nonb3oBatenem 06 oOWMOOYHbIX
nencTemax

X. ObecneyeHune AOCTYNHOCTM NEPCOHANAbHbIX AaHHbIX (OAT)

oAaT.1 Mcnonb3oBaHMe 0TKAa30YCTOMUYMBbLIX TEXHUYECKUX CPeacTB

oAarT.2 PesepBnpoBaHMe TEXHUYECKUX CPeAacTB, NPOrpaMMHOro
obecneyeHus, KaHanos nepegayun MHGOPMaLMK, CPEACTB




obecneyeHnn QGYHKUMOHMPOBAHUS MHGOOPMALMOHHOM
cucTembl

0AT.3

KOHTPO/b 6€30TKa3HOro GYHKLUMOHMPOBAHUA TEXHUYE CKUX
cpeacts, obHapyXeHWe W /IOKanAu3aumMa  OTKasoB
bYHKUMOHMPOBAHMSA, NPUHATME MEP NO BOCCTAHOBAEHUIO
OTKa3aBLWMWX CPeACTB U UX TeCTUpPOBaHMe

oAaT.4

MNepuoanyeckoe pesepBHOE KOMMPOBAHME NepPCOHaANbHbIX
JaHHbIX  HA  pe3epBHble  MAalWHHbIE  HOCUTENM
NepCcoHaNbHbIX AAHHbIX

OAT.5

ObecneueHune BO3MOKHOCTHU BOCCTAHOBAEHMUA
NepcoHanbHbIX AaHHbIX C PE3ePBHbIX  MAaLMUHHbIX
HocUTeNnen nepcoHanbHbIX AaHHbIX (Pe3epBHbIX KONUIA) B
TeyeHue yCTaHOBNEHHOrO BPEMEHHOro MHTepBasna

XI. 3awmTa cpeabl BupTYyanmsaumm (3CB)

3CB.1

NaeHTUdMKauma u ayTeHTUPUKauma cybbeKToB goctyna m
06bEKTOB 4OCTYNa B BUPTYasibHOM MHPPACTPYKTYPE, B TOM
yncne  agMUMHUCTPATOPOB  YNpaB/ieHUA  CpescTBamM
BUMPTYasn3aumm

3CB.2

YnpaBneHue A0CTynom cyb6beKToB A0CTyna K obbeKkTam
[0CTyna B BUPTYaNbHOM MHOPACTPYKTYpe, B TOM uucie
BHYTPM BUPTYaNbHbIX MaLUUH

3CB.3

Pernctpaums cobbiTnii 6e30nacHOCTM B BUPTYa/IbHOM
MHPpPaCcTpYKType

3CB.4

YnpasneHue (punbTpaumsa, mMaplipyTM3auUmMsa, KOHTPO/b
CoeaMHeHMn, OAHOHANpPaB/AeHHasa nepesaydya) NOTOKAMM
MHPOPMALMM  MENKLY KOMMNOHEHTaMWM BUPTYasIbHOM
MHPPACTPYKTYPbI, a TaKKe Mo NepumMeTpy BUPTYya/IbHOM




n Hd)paCprKTypbl

3CB.5

[oBepeHHasa 3arpyska CepBepoB  BMPTyanusaumu,
BMPTya/NibHOW  MaWWHbl  (KOHTeMHepa), cepBepoB
ynpaBaeHus BUPTYyanusaumen

3CB.6

YnpaBneHne nepemeLleHMEM BUPTYasbHbIX MALLMH
(koHTeliHepoB) M 06pabaTbiBaEMbIX Ha HUX AAHHbIX

3CB.7

KOHTpO/b LLe/IOCTHOCTM BUPTYAIbHON MHPPACTPYKTYPbI U
ee KoHourypaumit

3CB.8

PesepBHOe KOMMpPOBaHWE [AaHHbIX, pPe3epBMPOBaHUE
TEXHUYECKUX CPeacTB, NporpammHoro obecneyeHus
BMPTYa/ibHOM MHPPACTPYKTYPbI, @ TAKKe KaHa/NoB CBA3U
BHYTPW BUPTYaNbHOW MHPPACTPYKTYPbI

3CB.9

Peanusauma wn ynpaBneHue aHTUBUPYCHOM 3alUUTON B
BMPTYaNbHOM MHPPACTPYKTYpE

3CB.10

Pa3bueHue BUPTYyanbHON MHGOPACTPYKTYPbl HA CETMEHTbI
(cermeHTUpOBaHMe BMPTYyanbHOW WMHPPACTPYKTYpPbI) Ans
006paboTKM  MEepPCOHANbHbIX  AAHHbIX  OTAE/NbHbIM
nosb3oBaTesieM U (Uun) rpynnoi nonb3oBaTenemn

XIl. 3awmTa TexHnyeckmx cpeacts (3TC)

3TC.1

3awuta nHdopmaummn, obpabaTbiBaeMoi TEXHNUYECKUMMU
CpeacTBaMM, OT €€ YTEUYKM MO TEXHUYECKMM KaHalam

3TC.2

OpraHu3aumsa KOHTPO/IMPYEMOWM 30HbI, B Npeaenax
KOTOPON MOCTOAHHO pPasMeLialoTca  CTauMoHapHble
TeXHUYecKne cpeacTsa, 0bpabaTtbiBarolLme MHGOPMaLIUIO,
M CpeacTBa 3alwuTbl MHOOPMaUMKM, a TaKKe CpeAacTBa
obecneyeHnn GyHKLUMOHMPOBAHMSA




3TC.3

KoHTponb W ynpaBneHue ¢GuU3NMYECKMM OO0CTYNOM K

TeXHUYECKUM cpeacTsam, cpeacTeam 3aLUMTbI
NHpOopMaLMMK, cpeacTBam obecneyeHus
OYHKUMOHMPOBAHUA, a TaKXKe B MOMelleHMA U
COOpYKeHUs, B KOTOPbIX  OHWM  YCTAaHOBAEHDI,

WCKNIOYaloOWMEe  HEeCaHKUMOHMPOBAHHbIA  PU3MYECKUIA
OOCTYN K cpeacTBam 06paboTkM MHPopMaLmm, cpeacTsam
3aWmMTbl  MHbOpPMauMM U cpeacTtBam  obecneyeHus
dOYHKUMOHMPOBAHNA  MHOOPMALMOHHOM  CUCTEMbI, B
NOMELLLEHWA U COOPYIKEHMA, B KOTOPbIX OHM YCTaHOB/NEHbI

3TC.4

PasmelweHne  ycTpoicTB  BbiBOoAa  (oTOOpakeHUs)
nHGOPMaLMK, UCKAIOYAtOLLLEE ee HeCaHKLMOHMPOBAHHbIM
NpPOCMOTP

3TC.5

3almMTa  OT BHEWHUX BO3AeNCTBUMA  (BO3AEWNCTBUIA
OKpyKatoLei cpenbl, HecTabunbHOCTH
3/IEKTPOCHAbXKEHUSA, KOHAMLUMOHWPOBAHUA U UHbIX
BHELWHUX PpaKTopOB)

XIIl. 3awmTa tHGOPMaLMOHHOM CUCTEMbI, e€ CPEACTB,
cUCTeM CBA3K M Nepesadn gaHHbIx (3UC)

31cC.1

PasgeneHne B MHGOPMALMOHHOMN cucTeme GYHKLMA MO
ynpasnaeHuto (agMUHUCTPUPOBAHMNIO) MHDOPMALMOHHOWM
CUCTEMOM, ynpaBaeHuto (aAMUHUCTPUPOBAHUIO) CUCTE MO
3alLMTbl NEPCOHAbHbIX AaHHbIX, GYHKLMI No obpaboTke
NepPCOHa/bHbIX AaHHbIX n WHBbIX bYHKUMIA
MHPOPMALMOHHOM CUCTEMDI

3nC.2

MpeaoTBpalleHne  3a4ePKKM  WAM  NpepbiBaHUA
BbINO/NHEHWSA MPOLECCOB C BbICOKMM MPUOPUTETOM CO
CTOPOHbI NPOLLECCOB C HU3KMM NPUOPUTETOM

3U1C.3

ObecneueHune 3alnTbl NepCOHaNbHbLIX AaHHbLIX OT




packpbITUA, MoaudUKauunm U HasA3biBaHMA (BBOAA
JIOXKHOWM MHPOpPMaLUUKM) Npu ee nepegaye (NoaroToske K
nepejaye) NO KaHanam CBA3M, MMEIOLWMM BbIXOA 3a
npefenbl KOHTPOJMPYEMOM 30HbI, B TOM 4ucie
6ecnpoBoAHbIM KaHaiam CBA3U

3ncC.4

ObecneyeHre OOBEPEHHbIX KaHana, MaplpyTta Mexay
aAMUHUCTPATOPOM, MO/b30BaTeNEM W  CpeaCcTBamMM
3awmTbl  MHGopmaummn  (PyHKUMAMKM  HesonacHOCTM
cpeacTs 3aWwmnTbl HGopMmaLmm)

3NC.5

3anpeT HecaHKUMOHWPOBAHHOW yAaneHHOM aKTMBaLuUK
BUAEOKaMep, MUKPOGDOHOB W UHbIX nepudepuiiHbix
YCTPOWCTB, KOTOPble MOTYT aKTUBMPOBATLCA YAANEHHO, U
onoBelleHWe nosib3oBaTesien 06 aKTUBALMM  TaKMUX
YCTPOWMCTB

3nC.6

Mepepaya W KOHTPOAb  LENOCTHOCTM  aTpubyToB
6e3onacHocTM (meTOoK 6e30MacHOCTM), CBA3AHHbLIX C
NepcoHanbHbIMW AaHHbIMU, NPU OBMEHE UMW C UHBIMM
NHPOPMALMOHHbBIMM CUCTEMaMM

3nc.7

KOHTpOAb  CaHKUMOHWPOBAHHOMO M WUCKAOYEHUe
HECaHKUMOHUPOBAHHOIO WCMOJIb30BAHUS  TEXHOI0IUIA
MOBUNBHOTO Koda, B TOM 4Yucae perucrpauus cobbiTuid,
CBA3aHHbIX C UCNOAb30BaHUEM TEXHONOIMUIN MOBUALHOIO
KoZa, WX aHanmM3 U pearMpoBaHME Ha HapylleHwus,
CBSA3aHHbIe C UCMO/1b30BaHNEM TEXHONOTUIA MOBUABHOTO
Koaa

31C.8

KOHTpOI’Ib CaHKUMOHNPOBAHHOIO n UCKN4YeHne
HEeCaHKUMOHUPOBAHHOIO UMCMNOJZ1Ib30BaHUA TexHoornm
nepegayn peyu, B TOM 4ucne perncrpauma CO6bITM[;1,
CBA3AHHbIX C MCMNO/Ib30BAaHWEM TEXHOIO0IUM nepegayu
peyun, wunx aHann3s “n pearMpoBaHmMe Ha HapylweHua,




CBA3aHHblE C WMCMONb30BaHMEM TEXHOMOMMI Mnepeaayn
peum

3nC.9

KOHTpOAb  CaHKUMOHMPOBAHHOWM U WUCKIOYEHUe
HeCaHKLMOHNPOBAHHOM Nepeaayn BuaeonHPopmaLmm, B
TOM uucne pernctpauua  CcobbITU, CBA3AHHbLIX €
nepepayeir  BugeouHPopmaumn, UX  aHaNU3 MU
pearMpoBaHMe Ha HapyLlleHMWsA, CBA3aHHble C nepefayei
BUAEOUHPOPMALLUM

31C.10

MoaTteepxaeHue NPOUCXOXKAEHUSA MCTOYHMKA
nHdopmaumn, nosiydaemom B npouecce onpeaeneHus
CeTeBbIX a4pPeCOB NO CETEBbIM UMEHAM UK onpeaeneHuns
CeTeBbIX MMEH NO CETEBLIM aZpecam

31nC.11

ObecneyeHne NOA/IMHHOCTU CETEBbIX COEAUHEHUN
(ceaHcoB B3aMmoaeiicTBUSA), B TOM YMcae ANA 3alimTbl OT
NoAMeEHbI CeTeBbIX YCTPOWCTB U CEPBUCOB

3nC.12

NckntoyeHre BO3MOXKHOCTM OTPULIAHMA NOJib30BaTeIEM
daKTa OTNPaBKM MEPCOHANbHbIX AJHHbIX  Apyromy
noJib30BaTesto

31C.13

UcKNtovYeHne BO3MOMKHOCTHU OTPpUUAHNA MO1b30BATE/IEM
d)aKTa nonyyeHnAa nepCoHaabHbIX AdHHbIX OT ApYyroro
nonb3oBatena

3nC.14

Mcnonb3oBaHWe YCTPOMCTB TEPMUHAIbHOIO AOCTyNa AA
06paboTKM NepCcoHaNbHbIX AaHHbIX

31C.15

3awmTta apxmBHbix ¢ana0B, NapamMeTpPoOB HACTPOMKMU
cpeacTs  3aWmTbl  UMHOOPMALMM M NPOFPAMMHOr0
obecneyeHUss M WHbIX [AaHHbIX, He MogjexKawmx
M3MeHeHUO B npouecce 06pPabOTKM NEPCOHANbHbIX
AaHHbIX




3NC.16 BbisBnenue, aHanu3 7] 610KMpOBaHMe B
MHOOPMALIMOHHOM CUCTEME CKPbITbIX KaHa/N0B Nepenayn
nHdopmaumm B 06xof, peasn3oBaHHbIX MEP WU BHYTPU
pa3peLleHHbIX CETEBbLIX MPOTOKO/I0B

31C.17 PasbueHne MHOOPMAUMOHHOM CUCTEMBI Ha CETMEHTHI
(cermeHTupoBaHMe UHOOPMALMOHHOM CUCTEMBI) U
obecneyeHune 3aWmThbl nepMmeTpoB  CErMeHTOB
MHPOPMALMOHHOM CUCTEMDI

31C.18 ObecneyeHne 3arpy3kuM M UCMNOJIHEHUSA MPOrPaMMHOro
obecneyeHMa C MaWWHHbIX HOCUTesel MepcoHaNbHbIX
AaHHbIX, AOCTYMHbIX TOJIbKO AJ1 UYTEHMUA, U KOHTPO/b
LeN0CTHOCTN AaHHOTO NporpaMmHoro obecnevyeHus

3M1C.19 M3onaums npoueccoB (BbINONHEHWE MpPOrpamm) B
BblAe/eHHOM 061acTV NamATU

31C.20 3awuTta 6ecnpoBOAHbIX COEAMHEHWUN, NPUMEHAEMbIX B
MHPOPMALMOHHOM cucTeme

XIV. BbifaBNeHUe MHUMOEHTOB U pearpoBaHue Ha Hux (MHL)

MHU.1 OnpepeneHve nuy, OTBETCTBEHHbIX 33 BblBNEHME
WHUMAEHTOB M pearnpoBaHme Ha HUX

MHLL.2 O6HapyKeHwue, naeHTUdUKauma 7 perucrpaumn
WHUNOEHTOB
MHLL.3 CBoeBpemeHHoe MHGOPMMPOBAHME KL, OTBETCTBEHHbIX

3a BblIB/IEHNE MHUMAEHTOB M pearmpoBaHMe Ha HUX, O
BO3HUKHOBEHUU  WMHUMAEHTOB B  WMH(POPMALMOHHOM
cUcTEME MOb30BATENAMMU U AAMUHUCTPATOPaMM

MHU.4 AHann3 WHUMOEHTOB, B TOM 4UCNe ornpeaeneHue




MCTOYHUKOB U MPUUYUH BO3HUKHOBEHMSA WMHUWAEHTOB, a
TaK¥Ke oleHKa UX nocneacTBuii

MHU.5 MpuHATUE MeP NO YCTPaHEHWUIO NOCNEeACTBUIM MHLUMOEHTOB + +

MHU.6 MnaHupoBaHMe M NPUHATME Mep NO NpPeaoTBPaLLEHUIO + +
NOBTOPHOrO BO3HUKHOBEHUA UHUNAEHTOB

XV.YnpasBneHue KoHPUrypaumein MHGOpPMaLUOHHON CUCTEMbI U CUCTEMbI 3aLLMUTbI NEPCOHANbHbIX AaHHbIX

(YKo)
YKo.1 OnpepgeneHne nuu, KOTOPbIM paspelleHbl AeNCTBMA No + + +
BHECEHUIO NU3MEHEHWI B KoHdUrypaumio
MHPOPMALMOHHOM  CUCTEMbI U CUCTEMbI  3aLUMTBI
nepCcoHaNbHbIX AAaHHbIX
YK®.2 YnpasneHue U3MEHEHNAMMU KOHbUrypaumm + + +

MHd)OpMaLI'MOHHOﬁ CUCTEMbI n CUCTEMbI 3alnThbl
NnepCoHa/bHbIX AAdHHbIX

YK®.3 AHanns noOTeHUMANbHOIO BO3AEWUCTBUA NAAHUPYEMbIX + + +
N3MEHEHUIN B KOHOUTrypaLunmn MHGOPMALMOHHOM CUCTEMbI
M cUCTEMbI  3alUUTbl  MEPCOHANIbHbIX  AaHHbIX  Ha
obecneyeHne  3alMTbl MNEPCOHANbHbIX  AAHHbLIX U
cornacoBaHue N3MEHeHNN B KOHOUrypaumm
MHPOPMALMOHHON CUCTEMBI C LOMKHOCTHBIM JINULOM
(paboTHMKOM), OTBETCTBEHHbIM 33  obecrneyeHue
6€30MacHOCTM NePCOHaNbHbIX AAHHbIX

YK®.4 L OoKymeHTHUpOBaHMe nHdopmaumm (paHHbIX) 06 + + +
N3meHeHuAX B KOHPUrypaLmm nHGOPMaLLMOHHOM CUCTE MbI
N CUCTEMbI 3aLUNTbI NePCOHANbHbIX AAaHHbIX




"+" - mepa no obecneyeHMo 6€30MNaCHOCTM NEPCOHA/bHbIX AAHHbIX BKAOYEHa B 6a30Bbiit Habop
Mep 419 COOTBETCTBYIOLLENO YPOBHA 3aLMLLEHHOCTM NEPCOHa/IbHbIX AaHHbIX.

Mepbl no obecneyeHuto 6€30MNaCHOCTN NEPCOHANbHbIX AaHHbIX, He 0603HaYeHHble 3HAaKom "+,
NPUMEHATCA NpY aganTaumm 6a3oBoro Habopa mep 1 YTOYHEHUW afanTUpoBaHHOro 6aszoBoro Habopa
Mep, a TaKKe Npu pa3paboTKe KOMMEHCHMPYIOWMX Mep No obecneyeHnto 6e30NacHOCTN NepPCoHabHbIX
JOaHHbIX.




